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Overview

* NLR short overview
« Cyber security risk assessment methodology

— Common elements
— Layered approach
 Likelihood & example
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Security Risk Assessment (SRA)

« Many SRA methodologies exist
— Optimised for specific domain and/or application

* A high level SRA framework as communication mechanism is needed

- Each domain/organisation has its own (unique) security requirements
and knowledge about security issues

— No open communication about existing vulnerabilities
— Many known attacks including details (e.g. internet)
« Sophistication increases continuously
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@» SRA common elements
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69 SRA - multiple assets & levels
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g@ SRA - multiple assets
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Gé SRA - components
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SRA - multiple threats

Intelligence — =»|  Threat level
service
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Security risk assessment

Feared events / Operational risks

— E.g. divert from intended
mission

Composite threats

— Which combinations of threats
lead to a potential feared event
(scenario)

Likelihood estimation

Impact rating

Operational
risks

Threat agent

Scenarios
(attack & threats)

Vulnerabilities

Threats &

\

Likelihood

requ

Knowledge

Expertise

characteristics

Means

Threat scenario
(including knowledge, expertise and needs
irements of all attack events)

&b

S0

Likelihood of the
feared event
Impact of the
feared event
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Commercial drone - functional design

Drone Flight Management Systam

Detect no-
fly zone

Monitor
battery Pos|tion
Meaitor

Process
video

angles,

Process state
vaclor [position,

acoeleration, time|

conmection

/—lg\
|
no-fly zones

n-fly zones

COMpass

Accelerat
or

{——= GPSsignals

Alert
. home © contral
@FI Flight plan flight
5 GHz Flight data
stesning crmd
2.4 GHz
Flight data
Sensor readings
Video feed

Remote controller Maobile

SDK to build 103 or Andriod applications

Barometer
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Example threat scenario

Divart from intended

Feared event mission

@ Direct
connection

Nominal and
Off-nominal
events

onitor connection
detect lost connection
Drone ! WIFI Controller | WIFI AP
Interfared interfered

RF 'ahin RF jammin, —_—
! ¢ ! ? IFI | connected to
contraller WIFI AP
h
Mobile | recaives Mabile { sends local
spoofed position home command

GPS spoofing

A

..n

ontrol Flight | recalve
pasition

WIFI
vulnerability
exploit

rogue mobile [ sends
local home command

Jamming
Threats 2 freq EW

|l"=
vulnerability
exploit

Spoofing 1.
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Likelihood estimation for a given threat (1/2)

A perpetrator is defined by its characteristics:
« Expertise
- Knowledge of the target
* Means
* technical

- window of opportunity (time needed versus time available)
- ... possessed by perpetrator P ... needed to perform attack A
capabilit requirement
cP _ RA _
m expertise expertise
P A
Knowledge Cknowledge Rinowledge
m Cheans Rimeans

mmmmm) /ikelihood of perpetrator P succeeding at attack A
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Likelihood estimation (2/3)

o
=~
T

Example:
Feared event: hampering navigation

Perpetrator: a state-sponsored hacker =
Threat: GPS spoofing

likelihood of success
&
(=]

000~ (002}

Y 3 2 4 0 1 2 3 4
excess perpetrator capacity

Perpetrator Attack Excess perpetrator capability Likelihood component
capabllltles requirements

Cox Lk = 0.95
pertise ~ expertlse expert|se expertlse expertise ~
AXP
Knowledge Cknowledge K Rknowledge £ Cknowledge Rknowledge 1 knowledge =0
WETER  Cfheans = 4 Rimeans =5 Cmeans — Rmeans = —1 Lmeans = 0.27

LAIP — [AIP o AIP xAP — 019

expertise knowledge means
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Likelihood estimation, example (3/3)

Divert from intended
mission

0.61
Drone { WIFI 0.19
interfared
Tl )y
1 '—1‘ 0.19 (o] 1
RFj i RFj i antral Flight ¢ e
jamming jamming Fl / connecied & 0.06
ller WIFI AP
controller Fl J con ™
rogue WIFI AP
Y
0.19 1 WIFI
wulnarability
axploit

Mobile / sends lacal
home command

WIF|
vulnerability
exploit STO-MP-SCI-300-13 15
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Impact

Per threat scenario ....

Impact rating

5 - Catastrophic

4 - Critical

3 - Severe

2 - Minor

1- No impact

Flight safety

High

Some but not all of
the HIGH

consequences above

Medium

Some but not all of
the MEDIUM

consequences above

No

Impact areas

Communication

High

Medium-
High

Medium

No-Medium

No

Navigation

High

Medium-
High

Medium

No-Medium

No

Surveillance

Impossible

Medium-
High

Medium

No-Medium

No

Task execution

Complete

failure

Almost
complete

failure

Partial failure

No failure, but
additional
effort

No failure

Criteria

Damage Human

Fatalities

Multiple severe

injuries

Severe injuries

Minor injuries

No injuries

Damage
Material

>10.000.000

>1.000.000, <
10.000.000

1.000.000

> 5000, <
1.000.000

< 5000

Environment

Damage

Catastrophic impact

Long term impact

Noticeable impact

Short term impact

Insignificant
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AND result

iN[1..n] out

Out=in[1] xin[2] X ....... X in[n]

Out = [[}in][i]
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OR result

in[1..n] out

Out= 1.0- (1.0-in[1])x(1.0-in[2]) X ....... X (1.0-1in[n])
Out =1.0 - [T{(1.0 — in[i])

Assumption: inputs are independent from each other, otherwise
calculation becomes more complicated
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